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Abstract

Decentralized Cloud Storage services represent a promising opportunity for a different cloud
market, meeting the supply and demand for IT resources of an extensive community of users.
The dynamic and independent nature of the resulting infrastructure introduces security
concerns that can represent a slowing factor towards the realization of such an opportunity,
otherwise clearly appealing and promising for the expected economic benefits. In this paper,
we present an approach enabling resource owners to effectively protect and securely delete
their resources while relying on decentralized cloud services for their storage. Our solution
combines All-Or-Nothing-Transform for strong resource protection, and carefully designed
strategies for slicing resources and for their decentralized allocation in the storage network. We
address both availability and security guarantees, jointly considering them in our model and

enabling resource owners to control their setting.

Introduction

A clear recent trend in information
technology is the rent by many users and
enterprises of the storage/computation
services from other parties. With cloud
technology, what was in the past managed
autonomously now sees the involvement of
servers, often in an unknown location,
immediately reachable wherever an
Internet connection is present. Today the
use of these Internet services typically
assumes the presence of a Cloud Service
Provider (CSP) managing the service.
There are a number of factors that explain
the current status. In general, the
procurement and management of IT
resources  exhibit  significant  scale

economies, and large-scale CSPs can
provide services at costs that are less than
those incurred by smaller players. Still,
many users have an excess of
computational, storage, and network
capacity in the systems they own and they
would be interested in offering these
resources to other users in exchange of a
rent payment. In the classical behavior of
markets, the existence of an infrastructure
that supports the meeting of supply and
demand for IT services would lead to a
significant opportunity for the creation of
economic value from the use of otherwise
under-utilized resources.

This change of landscape is witnessed by
the increasing attention of the research and
development community toward the
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realization of Decentralized Cloud Storage
(DCS) services, characterized by the
availability of multiple nodes that can be
used to store resources in a decentralized
manner. In such services, individual
resources are fragmented in shards
allocated (with replication to provide
availability guarantees) to different nodes.
Access to a resource requires retrieving all
its shards. The main characteristics of a
DCS is the cooperative and dynamic
structure formed by independent nodes
(providing a multi-authority  storage
network) that can join the service and offer
storage space, typically in exchange of
some reward. This evolution has been
facilitated by blockchain-based
technologies providing an effective low-
friction  electronic  payment  system
supporting the remuneration for the use of
the service. On platforms such as Storj [1],
SAFE Network Vault [2], [3], IPFS [4], and
Sia [5], users can rent out their unused
storage and bandwidth to offer a service to
other users of the network, who pay for this
service with a network crypto-currency [6].

However, if security concerns and
perception of (or actual) loss of control
have been an issue and slowing factor for
centralized clouds, they are even more so
for a decentralized cloud storage, where the
dynamic and independent nature of the
network may hint to a further decrease of
control of the owners on where and how
their resources are managed. Indeed, in
centralized cloud systems, the CSP is
generally assumed to be honest-but-curious
and is then trusted to perform all the
operations requested by authorized users
(e.g., delete a file when requested by the
owner) [7]. The CSP is discouraged to
behave maliciously, since this would
clearly impact its reputation. On the
contrary, the nodes of a decentralized
system may behave maliciously when their
misbehavior can provide economic benefits
without impacting reputation (e.g., sell the
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content of deleted files). Client-side
encryption typically assumed in DCSs
provides a first crucial layer of protection,
but it leaves resources exposed to threats,
especially in the long term. For instance,
resources are still vulnerable in case the
encryption key is exposed, or in case of
malicious nodes not deleting their shards
upon the owner’s request to try
reconstructing the resource in its entirety.

Protection of the encryption key is therefore
not sufficient in DCS scenarios, as it
remains exposed to the threats above. A
general security principle is to rely on more
than one layer of defense. In this paper, we
propose an additional and orthogonal layer
of protection, which is able to mitigate
these risks. On the positive side, however,
we note that the decentralized nature of
DCS systems also increases the reliability
of the service, as the involvement of a
collection of independent parties reduces
the risk that a single malfunction can limit
the accessibility to the stored resources. In
addition to this, the independent structure
characterizing DCS systems - if coupled
with effective resource protection and
careful allocation to nodes in the network -
makes them promising for actually
strengthening security guarantees for
owners relying on the decentralized
network for storing their data.

owners to securely store their resources in
DCS services, to share them with other
users, while still being able to securely
delete them. Our contribution is threefold.
First, leveraging the protection guarantees
offered by All-Or-Nothing-Transform
(AONT), we devise an approach to
carefully control resource slicing and
allocation to nodes in the network, with the
goal of ensuring both availability (i.e.,
retrieval of all slices to reconstruct the
resource) and security (i.e., protection
against malicious parties jointly collecting
all the slices composing a resource). The
proposed solution also enables the resource
owners to securely delete their resources
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when needed, even when some of the nodes
in the DCS misbehave. Second, we
investigate different strategies for slicing
and distributing resources across the
decentralized network, and analyze their
characteristics in terms of availability and
security guarantees. Third, we provide a
modeling of the problem enabling owners
to control the granularity of slicing and the
diversification of allocation to ensure the
aimed availability and security guarantees.
We demonstrate the effectiveness of the
proposed model by conducting several
experiments on an implementation based on
an available DCS system. Our solution
provides an effective approach for
protecting data in decentralized cloud
storage and ensures both availability and
protection responding to currently open
problems of emerging DCS scenarios,
including secure deletion. In fact, common
secret sharing solutions (e.g., Shamir [8]),
while considering apparently similar
requirements are not applicable in scenarios
where the whole resource content (and not
simply the encryption key) needs
protection, because of their storage and
network costs (e.g., each share in Shamir’s
method has the same size as the whole data
that has to be protected).

Literature Survey
1. FileDES: A Secure Scalable and Succinct
Decentralized Encrypted Storage Network

e Authors: Minghui Xu, Jiahao
Zhang, Hechuan Guo, Xiuzhen
Cheng, Dongxiao Yu, Qin Hu,
Yijun Li, Yipu Wu

e Merits: Introduces a scalable Proof
of Encrypted Storage (POES)
algorithm resilient to Sybil and
Generation attacks; employs rollup-
based batch verification for efficient
auditing.

o Demerits: Focuses primarily on
scalability and efficiency; does not
extensively address user access
control or data sharing mechanisms.
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¢ Reference:
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2. Haina Storage: A Decentralized Secure
Storage Framework Based on Improved
Blockchain Structure

e Authors: Zijian Zhou, Caimei
Wang, Xiaoheng Deng, Jianhao Lu,
Qilue Wen, Chen Zhang, Hong Li

o Merits: Proposes a Bi-direction
Circular Linked Chain Structure
(BCLCS) and a Proof of Resources
(PoR) decision model to enhance
storage capacity and efficiency.

o Demerits: The complexity of the
proposed structures may introduce
implementation challenges and
overhead.

e Reference: arXivarXiv

3. Securing Dynamic Distributed Storage
Systems against Eavesdropping and
Adversarial Attacks

e Authors: Sameer Pawar, Salim El
Rouayheb, Kannan Ramchandran

e Merits: Addresses security in
dynamic environments with node
failures; provides upper bounds on
information storage safety.

o Demerits: The focus on theoretical
bounds may limit practical
applicability in real-world systems.

o Reference: arXivarXiv

4.  Towards Privacy-assured  and
Lightweight  On-chain  Auditing  of

Decentralized Storage
e Authors: Yuefeng Du, Huayi Duan,
Anxin Zhou, Cong Wang, Man Ho

Au, Qian Wang
e Merits: Introduces a lightweight
auditing solution using

homomorphic linear authenticators
and sigma protocols for privacy-
preserving verification.
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e Demerits: The reliance on
blockchain for auditing may lead to
scalability issues as the number of
USers grows.

o Reference: arXivarXiv

5. Blockchain Technology for Cloud
Storage: A Systematic Literature Review

o Authors: Rui Zhang, Rui Xue, Ling
Liu

e Merits: Provides a comprehensive
review of blockchain applications in
cloud storage, highlighting security
and privacy enhancements.

o Demerits: The review is broad and
may lack in-depth analysis of
specific implementations or case
studies.

o Reference: ACM Digital Library

6. Blockchain-based Decentralized
Architecture for Cloud Storage System
e Authors: Not specified
e Merits: Proposes a blockchain-
based architecture incorporating

access control and integrity
checking mechanisms for enhanced
security.

o Demerits: The paper lacks detailed
performance  evaluations  and
comparisons with existing systems.

o Reference: ACM Digital
LibraryACM Digital Library

7. Decentralized Cloud Storage Using
Blockchain

e Authors: G. Richa Shalom, Ganesh
Rohit Nirogi

e Merits: Utilizes IPFS for file
storage and blockchain for metadata
management, ensuring data
integrity and security.

o Demerits: The system's reliance on
IPFS and blockchain may introduce
latency and scalability challenges.

o Reference: IJRASET
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Module Description

1. CSP
In this application csp is a module,
csp can login directly with
username and password.
After download csp can perform
some actions like view data owner
and authorize, view data users and
authorize and also can view all
files.

2. DataOwner
Here data owner should register
and should authorized by the cloud
then only the owner can login with
the application after his successful
login he can perform some actions
like uploadfile, view files, view file
requests.

3. Data User
Here data user should register and
should authorized by the cloud then
only the user can login with the
application after his successful
login he can perform some actions
like view profiles, search file,
request status

onclusion And Future Enhancement
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We presented an approach for providing
effective secure protection to resources in
decentralized cloud storage services. Our
approach enables resource owners to
protect their resources and to control their
decentralized allocation to different nodes
in the network. We investigated different
strategies for splitting and distributing
resources, analyzing their characteristics in
terms of availability and security
guarantees. We also provided a modeling of
the problem enabling owners to control the
granularity of slicing and diversification of
allocation to ensure aimed availability and
security guarantees. Enabling effective
control for resource owners, our solution
helps in removing natural reluctance due to
security concerns and moves a step forward
in the realization of novel services
effectively benefiting from technological
evolution. Our work leaves room for
extensions, such as the consideration of
error correcting codes and information
dispersal algorithms to reduce the spatial
overhead.

IMPLEMENTATION:
EXECUTION PROCEDURE
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Future Enhancement
As decentralized cloud storage continues to
gain traction due to its advantages in data
ownership, resilience, and  cost-
effectiveness, ensuring the security of
stored resources remains a critical
challenge. Future enhancements in this
S e e . " field are expected to focus on advanced
' . o ' cryptographic techniques, such as zero-
knowledge proofs and homomorphic
encryption, to protect data confidentiality
and integrity without compromising
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usability. The integration of decentralized
identity (DID) systems and blockchain-
based access controls will enable more
secure and transparent authentication
mechanisms.  Moreover, post-quantum
cryptography will be essential to safeguard
against future quantum computing threats.
Artificial intelligence can also play a
pivotal role in real-time threat detection and
anomaly analysis, while secure multi-party
computation (SMPC) and threshold
cryptography can facilitate confidential
collaboration and reduce the risk of single-
point failures. Finally, immutable audit
trails and smart contracts can enforce
compliance, data sovereignty, and user-
defined access policies across jurisdictions.
These advancements collectively aim to
build a robust, scalable, and secure
decentralized storage ecosystem for the
future.
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